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WHAT IS SPYWARE?

A common cause of many computer faults is
Spyware or Adware. This problem has grown
rapidly to become one of the biggest threats
to computer users on the Internet today. Al-
though there are products available to assist
in the detection and prevention of these
threats, the best defense is user education.

Spyware, Adware, and Malware, these terms
are often used interchangeably to describe
applications that hijack your Internet Browser,
intercept your search attempts, serve up
nasty pop-up ads, track your web usage, and
generally cause havoc within your computer.
These programs are often poorly programmed
and therefore prone to cause system crashes
and lockups. When several of these applica-
tions infect your computer, they will often
compete for resources, causing your system
to become unbearably slow. Many of these
applications will also leave traces of them-
selves buried deep within Windows. This
means that even after the spyware has been
removed it will often return.

HOW WAS | INFECTED?

Becoming infected with spyware can occur in
one of many ways. Spyware often comes
bundled with other applications, many freely
available applications such as KAZAA or
IMESH include spyware. These spyware pro-
grams are usually in pop-up ads, sending
revenue from the ads
thors. Other spyware is often installed from
web sites masquerading as software needed
to view the website. Still others install them-
selves by exploiting security holes within
Internet Explorer, thus highlighting the need to
ensure your computer is kept up to date with
the latest Microsoft security patches. The ma-
jority however, must be installed by the user.

WILL MY ANTI-VIRUS SOFT-
WARE PROTECT ME?

Many anti-virus products are beginning to
offer limited spyware detection and prevention
features. The grim reality however is that of-
ten no single product will protect you from the
vast array of possible spyware applications.
There are several specialist applications how-
ever, that we have found to offer more protec-
tion than others.

PREVENTION IS BETTER THAN CURE

Once a system has been infected with spyware it can be very
difficult and costly to remove. There can also be no guarantee

it wondét return due to hidden t
the system.

With this in mind preventing infection in the first instance is
your best defense. There are several steps you can take to
protect yourself from these programs.

1. Dondt downl oad and instal/l
no such thing as a free lunch, and many of these so
called free applications will be obtaining revenue from
another source, most often via spyware bundled with
the software.

2. Carefully read the contents of pop-ups. Many pop-ups
that appear are trying to trick the user into installing
unneeded applications. | f y
close the pop-up window or click no.

3. Ensure the latest Windows Updates are installed. Many
of the patches Microsoft release will close the holes
that spyware companies use to install their software.

4. Ensure your Anti-Virus software is installed and up to
date. Many anti-virus products offer limited spyware
detection. Ensuring the software is up to date in-
creases your chances of stopping an infection.

5. Install a recognized spyware detection suite. There are
many programs available to detect and remove spy-
ware infections. Several of these have shown them-
selves to be better than others.

o Webroot - Spy Sweeper
. PC Tools - Spyware Doctor

Microsoft - Anti-S are
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I f you are unsure of
hesitate to ask one of our qualified technicians.
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HELP! I Il 6M | NFECTED.

The sooner your system is cleaned from a spyware infection,
the more chance it has of staying clean. One piece of spyware
will often download and install others without you realizing.

Running one of the mentioned spyware cleaners above may
be enough; however your system may need to be brought in
to our workshop if the infection persists. Our technicians will
attempt to remove as much, if not all, the spyware software
installed. Unfortunately there can occasionally be small re-
maining traces that will slowly re-infect the system.

If the infection is particular nasty we may need to recommend
a complete Windows reload, thus ensuring no spyware re-
mains.
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